InfoSpace Privacy Notice 
[image: image1.png].

InfoSpace
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This notice explains what happens to any personal data that you provide to us or that we collect from you whilst you visit our site, and how we use cookies on this website.

We will update this notice from time to time, we will let you know when this happens.

What is the purpose of this document?
Norfolk County Council is committed to protecting the privacy and security of your personal information.

This privacy notice describes how we collect and use personal information about you, in accordance with the General Data Protection Regulation (GDPR).

In terms of InfoSpace, Norfolk County Council is a "data controller".  This means that we are responsible for deciding how we hold and use personal information about you.  We are required under data protection legislation to notify you of the information contained in this privacy notice.

It is important that you read this notice so that you are aware of how and why we are using such information.
If you have provided consent for feedback or survey participation, you can withdraw this at any time by emailing ehrpolicy@norfolk.gov.uk 
Data protection principles

We will comply with data protection law.  This says that the personal information we hold about you must be:

1. Used lawfully, fairly and in a transparent way.

2. Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes.

3. Relevant to the purposes we have told you about and limited only to those purposes.

4. Accurate and kept up to date.

5. Kept only as long as necessary for the purposes we have told you about.

6. Kept securely.
The kind of information we hold about you

Personal data, or personal information, means any information about an individual from which that person can be identified.  It does not include data where the identity has been removed (anonymous data).
Use of your information

Norfolk County Council collects the below personal data to provide our customers with a service that they have purchased.  In this instance the service is InfoSpace.  InfoSpace provides our customers with access to a model HR policy framework, as well as guidance and model forms. 

The personal data referred to processed as follows:

	What are we processing
	Why are we processing it
	How?
	Legal basis for processing

	Name, work email, school or trust 


	To resolve access issues.
	At contract start personal data is collected to set up accounts.  Any accounts set up by main account holders can also be viewed by Education HR staff within Norfolk County Council as well as the main account holder.
	Contract - where the processing is necessary for the performance of a contract of a contractual arrangement we have with you


	
	Send email alerts regarding updates to policies and important information regarding service changes or news. These email alerts can be switched off by main and individual account holders at any time in their ‘account settings’
	At account set up customers are asked to opt in or out of the email alert system.  Customers prior to 25 May 2018 will have been asked to opt in or out in May 2018.
	Consent – customers will be asked to opt in to email alerts when they have an account set up.
You can opt-out at any time by logging into your account and opting out.

	
	Contact customers at service renewal stages if necessary.
	Contacted by email.
	Contract - where the processing is necessary for the performance of a contract of a contractual arrangement we have with you


	
	Contact customers to request survey completion and provide feedback in relation to survey answers, on an adhoc basis.
	Contacted by email.
	Consent – customers can choose to participate in survey

	
	Respond to feedback provided by the feedback form on InfoSpace (please note we also ask for phone number on this form).
	Received via feedback form on InfoSpace.
	Consent – customers can choose to participate in providing feedback



	
	Provide potential users, who request access, with the main account holder details of the establishment the potential user is from.
	Contact by email.
	Contract - where the processing is necessary for the performance of a contract of a contractual arrangement we have with you


	Name, log in information (when logged in – date and time), what the user did (pages viewed, documents downloaded, news items read).
	Reporting to inform what is popular and what is not and to provide reports to customers on the activity of their establishment or users over a specified timeframe. 

	Data is collected from the reporting functions of InfoSpace. 
	Norfolk County Council  will remove personal identifiable data from its reporting (anonymised reporting).




Each user is provided with a password for first log on.  If this password is then changed by the user, Norfolk County Council does not know the password, therefore does not store or share it.  InfoSpace itself stores the password so that the user can gain access to the site, but this password is only known to the registered user who uses it.

If we change, or add to, the ways in which we process your personal data we will inform you via this privacy notice. 

We use the information that we collect to provide our services to you.  In addition, we may use the information for one or more of the following purposes:

· To provide information to you that you request from us relating to our products or services.

· To provide information to you relating to other products that may be of interest to you. Such additional information will only be provided where you have consented to receive such information.

· To inform you of any changes to our website, services or goods and products.

If you have previously purchased goods or services from us, we may provide to you details of similar goods or services, or other goods and services, that you may be interested in.
Disclosing your information
We will not disclose your personal information to any other party other than in accordance with this Privacy Notice and in the circumstances detailed below:

· Where we are legally required by law to disclose your personal information.

· To further fraud protection and reduce the risk of fraud.

We never give your details to third parties to use your data to enable them to provide you with information regarding unrelated goods or services.
Third party links

InfoSpace contains web links to third parties, where further resources can be found. Where we provide a link, it does not mean that we endorse or approve that site’s policy towards visitor privacy.  You should review their privacy policy before sending them any personal data.
Access to information

In accordance with data protection law, you have the right to access information that we hold relating to you.  Please use the contact information below to request this. 
Retention

Log on information is retained for as long as the customer is purchasing a service from us.  Once the service is no longer provided the user account is deleted.  Name, school/academy and work email address are stored on a spreadsheet for 12 months for contract renewal purposes and comparison purposes of business year on year.

Change of purpose
We will only use your personal information for the purposes for which we collected it, unless we reasonably consider that we need to use it for another reason and that reason is compatible with the original purpose.  If we need to use your personal information for an unrelated purpose, we will notify you and we will explain the legal basis which allows us to do so. 
Please note that we may process your personal information without your knowledge or consent, in compliance with the above rules, where this is required or permitted by law.
Use of cookies by InfoSpace

Cookies provide information regarding the computer used by a visitor.  We may use cookies where appropriate to gather information about your computer in order to assist us in improving our website.
You can adjust the settings on your computer to decline any cookies if you wish.  This can be done within the “settings” section of your computer.  For more information, please read the advice at AboutCookies.org.
Search engine

Our website search is powered by Haystack and Whoosh.  Search queries and results are not stored or reported against individual users. 
Reporting

When someone visits www.infospace.org.uk we use two third party services, Google Analytics and Creative Sponge, to collect standard internet log information and details of visitor behaviour patterns.  We do this to find out things such as the number of visitors to the various parts of the site and what pages and documents those visitors are looking at the most, or least.  This information is only processed in a way which does not identify anyone. 
We may also run activity reports, which tell us what documents or pages a particular user or ‘establishment
’ have visited. 

Where the report is providing us with information based on an ‘employee’ account activity we cannot identify who this was as the ‘employee’ account is a generic account. 

We run these reports at the request of our customers or to see what parts of our site our visited the most or least to inform content on the site.


Please see the table in the ‘Use of our information section’ for what data is used in reports.

Security and performance

Norfolk County Council uses a third-party service to help maintain the security and performance of the InfoSpace website.  To deliver this service it processes the IP addresses of visitors to the InfoSpace website. 

InfoSpace is hosted by Amazon (AWS).  All requests to visit InfoSpace are made via HTTPS so all traffic is encrypted using a standard encryption system.  This system is secure enough for most systems.  Nothing is sent between the client’s machine and the server in plain text to prevent against ‘man in the middle’ attacks.
Django, the web framework used on InfoSpace comes with multiple defences built in to protect against all types of common web attacks.  For more information see: https://docs.djangoproject.com/en/2.0/topics/security/
All passwords used on InfoSpace are encrypted using the one-way PBKDF2 hashing algorithm.  For more information, please see here: https://docs.djangoproject.com/en/2.0/topics/auth/passwords/. 
All AWS hosted systems are secure, everything is locked down to specific IP addresses and there is no access via ‘File Transfer Protocol’ (FTP) or equivalent.
For more info regarding AWS and GDPR see the links below:

https://aws.amazon.com/compliance/gdpr-center/


https://aws.amazon.com/blogs/security/aws-and-the-general-data-protection-regulation/
InfoSpace has a password access system and only main account holders can access other accounts that they themselves have set up.  All other account holders cannot see any personal data, other their own log on information. 

The administrators (superusers) of InfoSpace and the third party (Creative Sponge) who manage the technical maintenance of the site can access all user’s account information.  This personal data is also held on secure NCC servers for account management purposes.

Third party – Creative Sponge: Our third-party service provider are required to take appropriate security measures to protect your personal information in line with our policies.  We do not allow our third-party service provider to use your personal data for their own purposes.  We only permit them to process your personal data for specified purposes and in accordance with our instructions.
Rectification and removal of personal data

Please inform us if you believe any of your log in information to be incorrect or if you wish to remove your details prior to contract end.  Please contact us at ehrpolicy@norfolk.gov.uk.  Details of how to remove ‘individual’ user accounts can be found in the instructions guidance within the admin section of the main user’s account. 

Your rights in connection with personal information

Under certain circumstances, by law you have the right to:

· Request access to your personal information (commonly known as a "data subject access request").  This enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing it.  To make a subject access request (SAR) please email ehrpolicy@norfolk.gov.uk  You will not have to pay a fee to access your personal information (or to exercise any of the other rights).  However, we may charge a reasonable fee if your request for access is clearly unfounded or excessive.  Alternatively, we may refuse to comply with the request in such circumstances.
· Request correction of the personal information that we hold about you.  This enables you to have any incomplete or inaccurate information we hold about you corrected.

· Request erasure of your personal information.  This enables you to ask us to delete or remove personal information where there is no good reason for us continuing to process it.  You also have the right to ask us to delete or remove your personal information where you have exercised your right to object to processing (see below).

· Object to processing of your personal information where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground.  You also have the right to object where we are processing your personal information for direct marketing purposes.

· Request the restriction of processing of your personal information.  This enables you to ask us to suspend the processing of personal information about you, for example if you want us to establish its accuracy or the reason for processing it.

· Request the transfer of your personal information to another party.
· Right to withdraw consent: In the limited circumstances where you may have provided your consent to the processing of your personal information for a specific purpose, you have the right to withdraw your consent for that specific processing at any time.  To withdraw your consent, please contact ehrpolicy@norfolk.gov.uk.  Once we have received notification that you have withdrawn your consent, we will no longer process your information for the purpose or purposes you originally agreed to, unless we have another legitimate basis for doing so in law.
If you want to review, verify, correct or request erasure of your personal information, object to the processing of your personal data, or request that we transfer a copy of your personal information to another party, please contact ehrpolicy@norfolk.gov.uk in writing.

Contacting us

Please do not hesitate to contact us regarding any matter relating to this notice or if any additional information or explanation is needed in regards to the collection and processing of personal data for InfoSpace via email at ehrpolicy@norfolk.gov.uk
If you want to make a complaint about the way we have processed your personal information, you can make a complaint using Norfolk County Council’s complaint procedure or contact the ICO, which oversees data protection law – www.ico.org.uk/concerns.

Data Protection policy

To view Norfolk County Council’s Data Protection Policy please click here. 

Data Protection Officer

Norfolk County Council appoints a Data Protection Officer who coordinates data protection across the Council and can be contacted by writing to:

The Data Protection Officer

Norfolk County Council

County Hall
Martineau Lane

Norwich

NR1 2DH
or by email to dpo@norfolk.gov.uk.
To view Norfolk County Council’s Privacy Notice please click here.
To view Creative Sponge’s privacy notice please click here.
� Establishment means the activity of the main account holder and any individual and employee accounts set up by them. 
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